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Á There will be instructions at the end of this seminar on obtaining 
CPE credit* for this webinar.  

Á To qualify you must attend at least 50 minutes of this webinar.

*    Please note: State Boards of Accountancy have final authority 
on the acceptance of individual courses for CPE credit.  

Lord & Benoit is not registered with NASBA.

©2010 Lord & Benoit, LLC
©2010 Lord & Benoit, LLC 



©2010 Lord & Benoit, LLC

Professional Disclaimer

To hear Presenter please turn on computer 
speakers

If you cannot hear the presenter with your 

speakers you may call 

773 -945 -1010 Access Code: 255 -934 -366

©2010 Lord & Benoit, LLC 



©2010 Lord & Benoit, LLC

4ÏÄÁÙȭÓ 3ÐÅÁËÅÒÓ
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Bob Benoit is President and Director 

of SOX Research  for Lord & Benoit. 

Served on the most recent COSO 

Monitoring Project Task Force. Served
on AICPA Peer Review Acceptance Board for ten years. 

Author of most the Lord & Benoit Reports, which have been 

referenced by the SEC, PCAOB, Wall Street Journal, all Big 4 

firms and over 150 trade journals worldwide.  First evaluator 

to use the 2006 COSO Guidance for Smaller Public 

Companies.  Invented Virtual SOX.
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information technology. Prior to joining Lord & Benoit, 

Michael directed IT organizations supporting multi-national 

locations for Digital Equipment Corporation, Brooks 

Automation and The Thomson Corporation. He has provided 

consulting services to clients such as AT&T, the Securities 

and Exchange Commission (SEC), Dun & Bradstreet, IBES, 

Business Wire, Ziff-Davis Publishing and Pfizer.

4ÏÄÁÙȭÓ 3ÐÅÁËÅÒÓ



ÁRegulatory Update
ÁEnterprise Risk Assessment:

ÁFinancial Reporting Risk Assessment

ÁControls Addressing Financial Reporting Risks 

ÁEntity-Level Risk Assessment 

ÁRole of Information Technology 

ÁEvidential Matter for Risk Assessment

ÁEvaluation of Risk Assessment results
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SEC Pushes Companies for More Risk Information
The regulator pushes back on companies' risk disclosures 

and considers changing its related rules

August 2, 2010
CFO.com 
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Enterprise Risk is organized around the following principles.

Å Management should evaluate/test whether their controls 

adequately address the risk that a material misstatement 

would not be prevented or detected in a timely manner

Å Managementôs evaluation must be based on evidence 

about the operation of its controls and evidence should 

be based on its assessment of risk.



ÁManagement should identify those risks that 
could individually or collectively result in a 
material misstatement of the financial 
ÓÔÁÔÅÍÅÎÔÓ ɉȰÆÉÎÁÎÃÉÁÌ ÒÅÐÏÒÔÉÎÇ ÒÉÓËÓȱɊȢ 
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1. Begins with evaluating how the requirements 
ÏÆ '!!0 ÁÐÐÌÙ ÔÏ ÔÈÅ ÃÏÍÐÁÎÙȭÓ ÂÕÓÉÎÅÓÓȟ 
operations and transactions. 

ǐManagement has the fiduciary responsibility to ensure 
investors are provided financial statements that are fairly 
presented in accordance with GAAP (financial statements, 
disclosures, misstatements and omissions)

©2010 Lord & Benoit, LLC



Á3ÁÍÐÌÅ '!!0 !ÐÐÌÉÃÁÔÉÏÎ 1ÕÅÓÔÉÏÎÓȣ

????????
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Á3ÁÍÐÌÅ '!!0 !ÐÐÌÉÃÁÔÉÏÎ 1ÕÅÓÔÉÏÎÓȣ

ÁAssets

ÁLiabilities and Equity

ÁRevenues and Expenses

ÁGeneral
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2. Management should consider Ȱ×ÈÁÔ couldgo 
×ÒÏÎÇȱ ×ÉÔÈÉÎ Á ÆÉÎÁÎÃÉÁÌ ÒÅÐÏÒÔÉÎÇ element, 
then determine the magnitude and likelihood 
of a material misstatement of the financial 
statements.
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3. Management should consider internal and 
external risk factors that impact the business, 
including the nature and extent of any 
changes in those risks, may give rise to a risk 
of misstatement. 
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Á3ÁÍÐÌÅ %ÎÔÅÒÐÒÉÓÅ 2ÉÓË &ÁÃÔÏÒÓ ÁÎÄ 1ÕÅÓÔÉÏÎÓȣ

????????
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Á3ÁÍÐÌÅ %ÎÔÅÒÐÒÉÓÅ 2ÉÓË &ÁÃÔÏÒÓ ÁÎÄ 1ÕÅÓÔÉÏÎÓȣ

ÁRevenue Recognition & Marketing Risks

ÁPolitical and Social Risks

ÁProduction Related Risks

ÁExpenses 

ÁRegulatory Risks

ÁEconomic Risks
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Á3ÁÍÐÌÅ %ÎÔÅÒÐÒÉÓÅ 2ÉÓË &ÁÃÔÏÒÓ ÁÎÄ 1ÕÅÓÔÉÏÎÓȣ

ÁEnvironmental Risks

ÁRelated Party Risks

ÁFinancing, leases, equity risks

ÁProspective Financial Conditions

ÁStrategic Risks

ÁOther Risks
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4. -ÁÎÁÇÅÍÅÎÔȭÓ ÅÖÁÌÕÁÔÉÏÎ ÏÆ ÔÈÅ ÒÉÓË ÏÆ 
material misstatement should include the 
consideration of the entity to fraudulent 
activity (fraudulent financial reporting, 
misappropriation of assets and corruption)
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Á Management should recognize that the risk 
of material misstatement due to fraud exists 
in any size organization, location or business 
unit.
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Á3ÁÍÐÌÅ &ÒÁÕÄ 2ÉÓË 1ÕÅÓÔÉÏÎÓȣ

????????
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Á3ÁÍÐÌÅ &ÒÁÕÄ 2ÉÓË 1ÕÅÓÔÉÏÎÓȣ

ÁReceipts and Disbursement Risks

ÁFinancial Reporting FraudRisks

ÁIT Fraud Risks

ÁManagement Incentive Risks

ÁIndustry Risks

ÁAttitudes/Rationalization Risks
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Á&ÒÁÕÄ 2ÉÓË 2ÅÓÏÕÒÃÅÓȣ
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1. Management should evaluate/testwhether 
its controls adequately address its financial 
reporting risks, including risks in different 
locations or business units. 
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Á In addition to identifying ICFR risks, management 
must also evaluate whether it has controls in place 
to address the entity-level or enterprise risks.

ǐ Control environment

ǐ Controls over management override

ǐ Entity-level risk assessment process 

ǐ Monitoring activities

ǐ Controls over the period-end financial reporting

ǐ Procedures that address significant business control

ǐ Risk management practices
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ÁMapping of process level controls to the 
ÕÎÄÅÒÌÙÉÎÇ )4 ÉÎÆÒÁÓÔÒÕÃÔÕÒÅȣ

ÁDo information systems produce information that 
is timely, current, accurate, and accessible?
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ÁSarbanes-Oxley recognizes IT as a significant 
component in the controls process. 

Á If the security or integrity of IT systems can be 
compromised, then the information in them can be 
compromised.

ÁFailures in IT have wide reaching impact even beyond 
the scope of SOX.
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Á)Î Á ȰÔÏÐ-ÄÏ×Îȱ ÁÐÐÒÏÁÃÈȟ 3/8 )4 ÒÉÓË ÁÓÓÅÓÓÍÅÎÔ 
should cascade from the enterprise (financial) risk 
assessment process.

ÁFor SOX, IT risk assessment should be restricted to 
those IT factors that could impact the accuracy 
financial reporting.

ÁSignificant accounts and financial processes can be 
ȰÍÁÐÐÅÄȱ ÔÏ ÓÐÅÃÉÆÉÃ )4 ÁÐÐÌÉÃÁÔÉÏÎÓ ÁÎÄ ÒÅÌÁÔÅÄ 
processes.

©2010 Lord & Benoit, LLC



©2010 Lord & Benoit, LLC

Business Process and 

Sub-Process

Overall 

Rating

Application 

Name
Database

Operating 

System

Critical 

Spreadsheet 

Name

Supported by a 

Third Party

Hosted by 

a Third 

Party 

Provider

Cash Management H MS Dynamics MS SQL Windows 2008 N/A Yes Yes

Investment Securities

Order Processing

Credit and Collections 

Revenue Recognition 

Purchasing to Payables 

A/P and Cash Disbursements 

Employee Master File 

Maintenance 

Process Payroll 



Á IT Risk Methodology includes identifying critical IT 
assets (staff, systems, processes)

ÁConsider relationships among these assets

Á Identify and evaluate risks in operational context

ÁEstablish control objectives and key controls to 
mitigate risks
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ÁManagement must maintain reasonable 
support for its assessment (documentation of 
testing, design, financial reporting risks, 
entity-level risks and other pervasive elements 
necessary for effective ICFR).  
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